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REQUEST FOR INFORMATION (RFI)
Requirements for DDoS protection and mitigation solution 

The present request is not an invitation to participate in purchasing procedure and does not entail any obligations for the Company. 

The received information as a result of request will be the base for organizing further purchasing process and create list of potential participant companies.
Yerevan 2018
“MTS-Armenia” CJSC (VivaCell-MTS), is Armenia’s leading mobile operator with over 2 million subscribers. Starting its activity on July 1, 2005, VivaCell-MTS spearheaded the development of the telecommunication sector in Armenia, offered innovative mobile voice and data products and services, and tailored solutions for different market segments. On September 14, 2007, the Company became the subsidiary of “Mobile TeleSystems” OJSC (MTS), one of the world’s largest multinational mobile operators.


The detailed information about the Company is available at the official web site www.mts.am
· The present request for information is submitted to obtain background information within the frames of DDoS protection and mitigation solution implementation 
· The present request for information is submitted to identify the new trends, innovative solutions within the frames of DDoS protection and mitigation solution implementation 
· The present request for information is submitted to clarify general and special (technical) specifications of the Product.
· The present request for information is submitted to estimate the budget cost of the Product. 
· “MTS-Armenia” CJSC is constantly working to expand the set/improve quality of services for its customers and is currently studying the possibility of implementation DDoS protection and mitigation solution in order to have the network intelligence and tools to deal in real-time with events that impact availability. More detailed information on the subject of request for information is presented in Annex 1 (see attached file).
· “MTS-Armenia” CJSC is constantly working to expand the set/improve quality of services for its customers due to the need to assess budget cost of the DDoS protection and mitigation solution.

Proposal of the Participant (stamped and signed by authorized person) should be submitted to e-mail procurement@mts.am. The proposals should be protected password. The password will be requested after the deadline. 

The deadline of the request is 10.12.2018, at 17:00 AMT.
	Full name, e-mail address and telephone of the contact person 

	Contact person 
	Hasmik Margaryan
Procurement Specialist
Administration Services Department 
Purchasing Unit 

“MTS-Armenia” CJSC (VivaCell-MTS)

4/1 Argishti street
Yerevan 0015, Armenia
Tel: +374 93 298638
e-mail: procurement@mts.am


Detailed description of the purchase/requested subject is presented in Annex 1:
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Proposal can include:

· Expected results and innovative solutions;

· General and technical requirements to the Product;

· Product description and volume;

· Estimation of the approximate cost of the Product;
Thanks for understanding, Purchasing Unit “MTS-Armenia” CJSC
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TECHNICAL SPECIFICATION



Requirements for DDoS protection and mitigation solution

VivaCell-MTS is willing to request for information of DDoS protection and mitigation solution in order to have the network intelligence and tools to deal in real-time with events that impact availability. This should also help to make the right network engineering and capacity planning decisions to ensure smooth, efficient operations in the future as they meet growing demand for services.

DDoS attacks are one of the most harmful problems that current networks can encounter. As an Internet services provider with global infrastructure, VivaCell-MTS wants to have DDoS protection solution that is flexible, scalable, affordable, and arguably the fastest on the market.

The main objective of the project is to get information about DDoS protection and mitigation solution in order to have clear vision of detecting and stopping DDoS attacks at its earliest stage as there is no way to prevent a DDoS attack from happening.

The proposed solution should have:

· Seamless detection and mitigation of volumetric DDoS attacks. Mitigate attacks in real time with Always-On DDoS protection.

· Mitigate an array of DDoS attacks, including multi-vector application and network attacks, server-based attacks, malware propagation and intrusion activities.

· 360° Visibility and Reporting: Active monitoring of the protected service or application and pipe saturation monitoring to notify customer’s when action is required. Possibility to provide retrospective attack analysis reports.

· Unmatched Web Application Security: full web security protection including OWASP Top-10 coverage, advanced web attack protection and 0-day web attack protection.

· Minimal-Latency SSL Attack Mitigation Solution: A patent-protected DDoS mitigation solution supports all common versions of SSL and TLS and protects from all types of encrypted attacks - including TCP SYN Floods, SSL Negotiation Floods, HTTPS Floods and Encrypted Web Attacks.

· Protect Services: Safeguard the availability of critical services such as DNS, voice, video, Web, ecommerce and email from targeted attacks.

· Centralized Management & Reporting tool

· The protection solution has to be offered in On-premises, cloud-based or hybrid models.

· The solution has to protect from Volumetric, Asymmetric, Computational and Vulnerability-based attacks.

· The scrubbing service has to be cloud based, and of multi Terabits capacity.

· An updated reputation database is expected to block/allow IP ranges according to needs.

· The solution has to mitigate attacks on and not limited to the protocols of HTTP(s), DNS, NTP, SNMP. 




