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Տեղեկատվության ներկայացման հարցում իրականացնելիս հավանական մասնակիցներին ուղարկվում է Ծանուցում էլ. փոստի կամ «Գնումներ» պորտալում հրապարակման միջոցով:


Ծանուցման ձևաթերթ.

ՏԵՂԵԿԱՏՎՈՒԹՅԱՆ ՆԵՐԿԱՅԱՑՄԱՆ ՀԱՐՑՈՒՄ էլեկտրոնային վաճառքի կառավարման և Top-Up լուծման ՀԱՄԱՐ 

1. «Սույն հարցումը գնման գործընթացին մասնակցելու հրավեր չէ, չի ապահովում գնման գործընթացին մասնակցության որևէ երաշխիք և չի առաջացնում որևէ պարտավորություն Ընկերության համար»:
2. Սույն ՏՆՀ-ի նպատակն է ստանալ տեխնիկական և կոմերցիոն տեղեկատվություն շուկայում առկա էլեկտրոնային վաճառքի կառավարման և Top-Up լուծման վերաբերյալ
Նշում.
Կոմերցիոն և տեխնիկական առաջարկները պետք է ներկայացվեն ազատ ձևաչափով:

























Հարգելի պարոն/տիկին,
· Սույն տեղեկատվության ներկայացման հարցումը կատարվել է՝ ստանալու ընդհանուր տեղեկություններ մանրածախ վաճառքի վերլուծության մոդուլի (RAM) արժեքի և առկա տեխնիկական լուծումների վերաբերյալ՝ սույն փաստաթղթի Տեխնիկական մասնագրերի հիման վրա:  
	Սույն հարցման վերաբերյալ առաջարկը, ինչպես նաև կից հավելվածները կարող են ներկայացվել գրավոր [փոխանցվել էլ. փոստով] մինչև Հունիսի 15, 2020թ. հետևյալ հասցեով՝
Կոնտակտային անձ՝ Հասմիկ Խաչատրյան
ՏՏ և ծառայությունների գնման ավագ մասնագետ
Հեռ.`  +374 93 29 85 35
e. hkhachatryan@mts.am
e. Procurement@mts.am 


Աշխատանքի և տեխնիկական մասնագրերի մանրամասն նկարագիրը ներկայացված է ստորև. 
1. Գնման փաստաթղթեր 
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Շնորհակալություն «ՄՏՍ Հայաստան» ՓԲԸ-ի հետ համագործակցելու պատրաստակամության համար:
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1. [bookmark: _Toc40256294]Purpose

Viva-MTS requires electronic sales management and electronic top-up solution that will allow the following:

· Electronically manage the sales and distribution channels;

· Offer electronic top-up (e-top-up) services for prepaid subscribers

· Allow our prepaid mobile subscribers to top-up their prepaid accounts electronically at any POS (Point-Of-Sales) i.e. without the need of buying a paper scratch card or voucher. The e-top-up Services refer in general to two distinct modes of prepaid top-up:

· Direct top-up (online): where typically a subscriber requests a real-time top-up from a POS (Point-of-Sales) agent, and the POS agent  will initiate on the subscriber’s behalf a request to the e-top-up solution for a real-time recharge of his prepaid account;

OPTIONAL:

· Offer electronic payment (e-payment) services 

· Allow our postpaid mobile subscribers to pay for their telecom bills electronically at any POS (Point-Of-Sales) 

· Allow our prepaid and postpaid subscribers to pay for their utility bills electronically at any POS (Point-Of-Sales)

· Selling Products service via the e-Top-up solution:

· The solution shall allow defining several products that can be sold and distributed through the sales channel. These products should include but not be limited to the following: Airtime (in Units or Currency), Days of Validity (in Days), SMS (in SMS Units), MMS (in MMS Units). The operator shall be able to define the catalogue of products on the e-top-up solution for all the sales and distribution network

2. [bookmark: _Toc40256295]Benefits

The benefits of the e-top-up solution are numerous.

For the Operator:

· The e-top-up solution would enable the operator to create and manage its sales channels electronically, to get real-time view and reports on the sales channels, and to get a wider reach of its existing subscriber base;

· The e-top-up solution is a cost killer that would allow less usage of the costly paper scratch cards, and the adoption of electronic refill;

· The e-top-up solution is a first-step towards the wider adoption of m-commerce, and paves the way to m-commerce by influencing subscribers’ behavior towards greater adoption of electronic means and lessening their dependence on the “paper” means. 

For the Prepaid Mobile subscriber:

· The e-top-up solution is a new and convenient recharge method that can be provided by any of the existing retail outlets, but also by new distribution channels that the e-top-up solution can support easily and quickly;

· The e-top-up solution allows any-amount recharge, as opposed to the pre-defined denomination values of the printed voucher cards. Hence it increases revenues and fulfills new subscribers’ needs;

For the Postpaid Mobile subscriber: OPTIONAL

· The e-top-up solution is a new convenient bill payment channel that can be provided by any of the existing retail outlets, but also through new channels that are not bound by a fixed location such as the retailers that can be easily created and managed through the e-top-up solution, thus allowing the operator to extend its reach.

3. [bookmark: _Toc40256296]FUNCTIONAL SPECIFICATIONS

3.1 [bookmark: _Toc40256297]Definitions 

3.1.1 [bookmark: _Toc40256298]POS agents

· Every user of the solution is a POS (Point-Of-Sales) agent. A POS agent means any kind of sales channel agent, which can be pre-configured by the operator with access rights in accordance with a defined business process and can be typically one of the following:

· Distributor: a Distributor is usually at the top-level of the sales hierarchy, buys bulk units from the operator, and redistributes them to the market through dealers;

· Dealer: a Dealer is usually at the second-level of the sales hierarchy, buys bulk units from the distributors, and redistributes them to the market through retailers;

· Retailer: a Retailer is usually at the third-level of the sales hierarchy, buys bulk units from the dealers, and sells them directly to the end-users, which are the prepaid mobile subscribers;

· The solution shall host the POS agents’ accounts in its own database. The solution shall specify the type/supplier/version of database used to host the agents’ accounts.

3.1.2 [bookmark: _Toc40256299]Market and Sales Model 

· The solution shall allow several levels of POS agents in an Open or Regulated Market, with associated trade rules.

· In an Open Market, all POS agents of the sales channel can top up their POS accounts from any of the other agents. There are no hierarchical dependencies. The main advantage of this model is that the sales channel makes dynamic trade easier and allows the operator to constantly adapt to market needs. Moreover, with this type of architecture, the competition between POS agents is increased.

· In a Regulated Market, the transactions are limited by dependencies between POS agents. These dependencies can be defined by the operator or authorized POS agents. The main advantage of this model is that the operator completely controls the sales channel and defines a global sales policy.

· The solution shall allow defining at least the three-levels of sales hierarchy as described above, but the operator reserves the right, according to its own sales needs to change the required type of POS agents, levels and numbers after the project commences, and during the project specifications phase.

3.2 [bookmark: _Toc40256300]Solution’s Services

The solution should support the following Services.

3.2.1 [bookmark: _Toc40256301]Direct e-top-up





· The solution shall allow the prepaid mobile subscribers to request a direct e-top-up from the authorized POS agents;

· The direct e-top-up recharge shall be performed in real-time;

· The POS agent will use his mobile handset to request, on behalf of the subscriber, a real-time recharge from the e-top-up solution, using one of the available access channels (e.g. USSD, Interactive USSD, Web, and mobile application);

· The POS agent shall enter his PIN code for security check in order to be able to initiate the transaction;

· The solution shall first check the POS agent rights (Status, PIN code, remaining credit, etc.)

· The solution shall then check the prepaid mobile subscriber’s account on the prepaid IN System and will perform the recharge in real-time;

· Upon success or failure of the direct e-top-up transaction, a notification SMS will be sent to both the POS agent and the subscriber to advise them about the transaction result.



3.2.2 [bookmark: _Toc40256302]Postpaid Bill Payment OPTIONAL

· The solution shall allow the postpaid mobile subscribers to request a bill payment from the authorized POS agent;

· A typical bill payment scenario shall be as follows:

· A postpaid mobile subscriber requests a bill payment from a POS agent;

· For this to happen, the subscriber should communicate to the POS agent three input information:

· The MSISDN to be used in the bill payment request

· The invoice ID from the subscriber bill issued by the operator;

· The amount of the required payment;

· The POS agent will use his mobile handset to request, on behalf of the subscriber, a bill payment from the e-top-up solution, using one of the available access channels (e.g. USSD, Interactive USSD, Web, Mobile application);

· The POS agent shall enter his PIN code for security check in order to be able to initiate the transaction;

· The solution shall first check the POS agent rights (status, PIN code, remaining credit, etc.);

· The solution shall then send the bill payment request to billing platform;

· Upon success or failure of the bill payment transaction, a notification SMS will be sent to both the POS agent and the subscriber to advise them about the transaction result.

· The bidder should provide detailed explanation of the below cases:

· Can someone pay for another postpaid subscriber account without having mobile phone of that subscriber?

· Customer care interface is required.

· How is mechanism of the commissions to POS agents?

· What of the SMS did not arrive but the payment took place?  How the POS agent and the subscriber deal with this situation knowing that the subscriber will pay in cash on the spot.

· Will partial payments be accepted?

· Is loyalty program supported?

· Can the postpaid subscriber send a USSD message to get the invoice number, and the amount to be paid?

· Is it required that the POS agent issue a receipt of payment to the subscriber?

3.3 [bookmark: _Toc40256303]Transactions and Notifications

The solution shall allow performing the following types of transactions and associated notifications.

3.3.1 [bookmark: _Toc40256304]Self-Care (by a POS agent)

· The self-care transactions involve only one POS agent at one time;

· The self-care transactions shall be offered to all the POS agents, who are the users of the e-top-up solution, either through mobile (USSD access) or through Internet (Web access) or Mobile Application;

· Each self-care transaction shall generate a notification that will be sent to the POS agent either through a web banner displayed on the Internet device (e.g. laptop or Internet-enabled mobile handset) or received on the mobile handset through SMS;

· The self-care transactions shall allow, at least, the following operations through the following media:

		Transaction

		Medium

		Notification

to POS agent



		PIN change of POS agent account

		USSD Interactive USSD, mobile app

		SMS



		PIN change of POS agent account

		Web

		web



		Password change of POS agent account

		Web. Mobile app

		Web, mobile app



		Query Balance of POS agent

		USSD Interactive USSD, mobile app

		SMS



		Query Balance of POS agent

		Web, mobile app

		web



		Create POS agent

		Web

		SMS



		Modify POS agent

		Web

		Not Applicable



		Query Info on POS agent

		Web

		Not Applicable



		Modify POS Product Catalog

		Web

		Not Applicable



		Query Info on POS Product Catalog

		Web

		Not Applicable



		Get Approval of POS Transfer

		Web

		web



		Set Approval of POS Transfer

		Web

		web



		Get History of Approvals

		Web

		web



		Request POS Daily Sales Report

		Web

		web



		Directory Search

		Web

		web



		Add POS agent to a Group

		Web

		web



		Add POS agent to a Group

		Web

		web







· The bidder should provide detailed explanation of the below cases:

· Does the solution allow a Distributor to have different Products from other Distributors?

· Any restrictions on the Distributor level who may be allowed to create his own network of POS Dealers and Retailers?

· Deletion of POS Agent should be preceded by settlement; will you allow the Distributor to do it without the intervention of the Operator?  

· It should be defined how money will get into the system in the first place?  Then how it will be redistributed will be the task of the POS agent. ?

· Is there a procedure to control the creation/deletion of a POS agent account?  

· When problems occur how it will be resolved or reported by the POS agent.  Hence,  customer complaint procedure is required.

3.3.2 [bookmark: _Toc40256305]Transfer (from POS agent to POS agent)

· The Transfer Transactions involve two POS agents at one time:

· The transferor is the party who initiates the credit transfer and has the POS account deducted of the amount of the transfer

· The transferee is the party who receives the credit transfer and has his POS account increased by the value of the transferred amount;

· The transfer transactions shall be authorized to POS agents either through mobile (USSD access) or through Internet (web access) or mobile application.

· Each transfer transactions shall generate notifications that will be sent to the POS agents through SMS;

· The transfer transactions shall allow, at least, the following operations through the following media:

		Transaction

		Medium

		Notification to Transferor

		Notification

to Transferee



		Transfer from POS agent account to POS agent account

		USSD Interactive USSD,

		SMS

		SMS



		Transfer from POS agent account to POS agent account

		web

		SMS

web

		SMS





3.3.3 [bookmark: _Toc40256306]Direct e-top-up (for prepaid mobile subscribers)

· The direct e-top-up transactions involve one POS agent and the end-subscriber, here a prepaid mobile subscriber;

· The direct e-top-up transactions shall be offered to authorized POS agents either through mobile (USSD access) or through Internet (web access) or mobile application. Typically, only the POS agent belonging to the Retailers Profile can top-up the prepaid subscribers’ accounts in real-time or online mode. However, the exact list of authorized POS agents profiles that can perform Transfers will be defined and agreed on during the project specifications;

· Each direct e-top-up transaction shall generate notifications that will be sent to the POS agents and the mobile subscribers through SMS;

· The direct e-top-up Transactions shall allow, at least, the following operations through the following media:

		Transaction

		Medium

		Notification to POS agent

		Notification

to Subscriber



		Direct e-top-up from POS agent account to prepaid subscriber account (on IN)

		USSD Interactive USSD, mobile application

		SMS

		SMS



		Direct e-top-up from POS agent account to prepaid subscriber account (on IN)

		web

		SMS

web

		SMS





3.3.4 [bookmark: _Toc40256307]Postpaid Bill Payment (for postpaid mobile subscribers) OPTIONAL

· The bill payment transactions involve one POS agent and the end-subscriber, here a postpaid mobile subscriber;

· The transfer transactions shall be offered to authorized POS agents either through mobile (USSD access) or through Internet (web access). Typically, only the POS agents belonging to the retailers profile can allow bill payment to the end-subscribers. However, the exact list of authorized POS agents profiles that can perform transfers will be defined and agreed on during the project specifications;

· The bill payment transactions shall allow, at least, the following operations through the following media:

		Transaction

		Medium

		Notification to POS agent

		Notification

to Subscriber



		Bill payment of postpaid subscriber account by POS agent

		USSD Interactive USSD,

		SMS

		SMS



		Bill payment of postpaid subscriber account by POS agent

		web

		SMS

web

		SMS





3.4 [bookmark: _Toc40256308]POS agent Registration

· The web-based administration and the customer care GUIs provides a registration screen that captures the specific details of the POS agents, whatsoever is their profile (Distributors Dealers, Retailers or others). The minimum information to be captured shall be but not limited to as follows:

· MSISDN (Mandatory)

                      Channels to be used: web, USSD, SMS, etc.

· Fraud Counter (Block access after x number of failed login attempts)

· Username (for the web access only)

· Password (for the web access only)

· Address (street, city, region, country)

· Language (Preferred language)

· Base Profile

· Title

· First Name

· Last Name

· Company

· Fax

· E-mail

· The distributors, being at the top-level of the sales hierarchy, shall be first registered by the operator solution’s administrators before they can begin any transfer transactions.

· An SMS shall be automatically sent to the distributors and retailers when their registration has been successfully completed and when they use the request PIN for the first time.

· The solution shall facilitate individual PIN creation for each MSISDN. Upon successful registration, the distributors and retailers shall receive an SMS with the PIN which could change using request (web/USSD) channels. Distributors will use the PIN for each transaction to maintain the required security.

· The solution should provide POS agent’s the MSISDN number change.

3.5 [bookmark: _Toc40256309]Commissions, Incentives and Bonus management



· Positive Commission: The solution should enable the user to receive commission in the form of airtime or top up value from the operator. 

· The receiver’s account would be credited with the requested and approved quantity, plus commission. This amount would then be debited from the operator’s stock in an operator to agent transfer.

· The sender channel user’s account would be debited with the requested quantity, whereas the commission value would be debited from the operator’s stock in an agent to agent transfer.

· Real-time Commission: The solution should support a two level commission structure, the first level to be paid to the channel member based on the purchase made, and the second commission to be  payable on the end subscriber recharge.

· The solution should provide multiple commission profiles to each category in the distribution.

· The solution should support commissions for agents based on predefined level, which can be customized according to demographic requirements.

· The solution must support commission, incentive and bonus for distributors, dealers, or retailers to distribute bonus (flat amount or percentage) to that agent who has acquired the prepaid subscriber .This bonus is over and above the existing additional commission that the agent receives for every transaction. The bonus can be provided for every recharge transaction done through same agent or through some other agent. 

· The solution shall be able to maintain the validity period for each commission, incentive or bonus.

3.6 [bookmark: _Toc40256310]Recharges

· The solution should support subscriber transactions by using bulk basis via web

· Recharges could be provided to subscribers in fractions

· The solution should allow the recharging of bundles (VAS, MMS, SMS) as maintained on the IN.

· The solution shall provide the following bulk operations for all distribution levels:

· Bulk registration

· Bulk deletion

· Bulk withdrawal

· Gift Recharge: The solution should provide subscribers with the facility to transfer talk-time between them. A subscriber should also be able maintain a list of subscribers to whom they make frequent transfers.

· The solution should support recharging of fixed-line or Internet

3.7 [bookmark: _Toc40256311]Transaction correction

· The solution should support user  to user and operator to user transaction reversal

· The transaction reversal should also be reflected on the billing system and IN platforms.

· Transaction reversal can be done partially for the amount available on the wrong number, or total amount should be rejected in case funds unavailability.

· The grace period should be backdated as well. For this reason e-top-up should maintain the table of the validity dates which will be used for reversals.

· In case of account closure or fraud, system should enable operator user to withdraw the whole balance from the agent in batch mode

3.8 [bookmark: _Toc40256312]Special recharges

· Request balance from peers: Subscribers should be able to ask for air time transfer from peer groups or family members via SMS or USSD or mobile application. The request could be initiated on the system by either the sender or the receiver

· Request balance from operator: Subscribers should be able to avail a certain amount of credit directly from the operator.

· Corporate recharges: The system should support corporate users to top up their own employees in own as well as different countries. 

· International top-up: The subscribers should be able to recharge their own account whilst in a visited country (roam recharge), or a 3rd party account from the sending country (International Recharge). The hub integration information will be provided at a later stage.

· Location based recharge: Based on the location of the MSISDN and/or POS, various bonuses/campaigns/commissions can be applied. The location is fetched via MAP protocol from HLR.

3.9 [bookmark: _Toc40256313] Sales features

3.9.1 [bookmark: _Toc40256314]Pre-defined amount and any-amount recharges

· The solution shall offer to the operator the ability of setting:

· Either pre-defined product denominations that can be distributed to the market, in either currency or units, in a similar way to the printed vouchers where only pre-defined denominations are printed and distributed. The following currencies should be supported: Armenian Drams (AMD).

· Or a free-form value of credit, where the denominations can be any amount chosen by the subscriber at the moment of the recharge request from the POS agent. In this case the operator shall be able to configure the minimum and maximum thresholds allowed to be sold in the market.

3.9.2 [bookmark: _Toc40256315]Sales Rewards

· The solution shall allow the operator to apply rewards in order to stimulate its sales network.

· The solution shall allow the operator to define different levels of rewards (or Commissions) between different profiles of the sales channel, such as:

· Operator to POS agent transfer

· POS agent to POS agent transfer

· POS agent to prepaid subscriber top-up

· The incentive shall be configured to be applicable during a given sales period, for instance during a given week or a given month to boost the sales specifically in this sales period.

· The incentive shall be percentage-based, i.e. defined as a percentage of the total amount of sales during the given period. It can also be fixed-amount based.

3.9.3 [bookmark: _Toc40256316]Sales Reports

· The solution shall offer the operator or any authorized POS agent to consult in real-time, through the web interface, the sales whether these are transfers or top-up transactions for a given period of time.

· The solution shall also allow generation of sales reports per product for a given period.  This will allow the operator and its authorized POS agents to view, in real-time, which products has proven to be successful in the market or not, and adjust their sales strategy accordingly.

· All reports should be flexible enough for filtering, grouping. 

· Reports should have means/tool for modification/development.

3.9.4 [bookmark: _Toc40256317]Reports

· Web barred: List of external users whose web logins have been barred

· Operator web barred: List of operator users whose web logins have been barred

· Barred mobile numbers

· User balance

· Internal user list

· External user list

· New registered channel user list

· Deleted/rejected channel user list

· Users below minimum thresholds

· Active channel user reports

· Transferred/shifted channel user

· Additional commission

· Management summary Reports

· Daily technical summary Report

· Data warehouse feature to export data to other business intelligence platforms

· Scheduling of reports

3.10 [bookmark: _Toc40256318]Customer Care features

· The solution shall offer the operator a customer care interface through a Graphical User Interface (GUI);

· The customer care interface shall offer, at last, the following customer care functionalities: tracking and complaint management.

3.10.1 [bookmark: _Toc40256319]Tracking

· The solution shall include in its notification to both POS agents and subscribers (through both web and USSD channels and mobile application) a unique transaction ID that allow them to call the customer care representative and track a given transaction.

· Customer care shall be able to access various information and reports relative to

· The POS agents (POS agent data, sales reports, balance and catalog)

· The transactions

· Transfers,

· Subscribers’ top-up;

3.10.2 [bookmark: _Toc40256320]Complaint management

· Customer care shall be able to register each complaint in the solution. They can then view the history of all the complaints stored, with severity, a description and associated POS agent or subscriber information. For example, the customer care can view the complaints counter of a particular POS agent.

3.11 [bookmark: _Toc40256321]Multi-Language requirements

· The solution shall support the following languages: English, Russian and Armenian, as follows:

· The web interface shall be in English and Armenian languages;

· The USSD and SMS interfaces shall be in English (using Latin alphabet) and Armenian;

4. [bookmark: _Toc40256322]TECHNICAL SPECIFICATIONS

4.1 [bookmark: _Toc40256323]Interface with the network

The solution shall seamlessly integrate and interwork with the following network elements as follows:

4.1.1 [bookmark: _Toc40256324]Interface with the IN

· The currently used IN platform is Ericsson Charging System version 5

· The solution shall interwork with the existing IN using a real-time interface over TCP/IP that allows the top-up in real-time of the prepaid subscribers’ accounts hosted in the IN database. This interface shall be based on Ericsson’s UCIP v4.2 and its specifications are available. The solution shall ensure a full compliance to these interface specifications.

4.1.2 [bookmark: _Toc40256325]Interface with the SMS-C

· The currently used SMS-C is Halys SMSC.

· The solution shall use the existing SMSC in order to deliver notification SMS messages to the retailers and the subscribers. The existing network SMSC supports SMPP 3.4 protocol for SMS delivery.

4.1.3 [bookmark: _Toc40256326]Interface with the HLR or USSD-C

· The currently used USSD-C (USSD Center) is Bercut USSD and it’s based on SOAP synchronous calls (documentation is available).

· The currently used HLR is Ericsson HLR

· The solution shall use the existing HLR or USSD-C in order to exchange USSD messages with the POS agents. The existing network HLR supports the following protocol for USSD delivery: MAP1, MAP2 and MAP2+. The MAP connection with the core network is based on  TDM links or SIGTRAN

4.2 [bookmark: _Toc40256327]Interface with the OSS/BSS

· The solution shall seamlessly integrate and interwork with the existing OSS (Operations Support Systems) and BSS (Billing Support Systems) layers as follows.

4.2.1 [bookmark: _Toc40256328]Interface with the provisioning system

· Apart from having its own and native customer care interface, the solution shall offer an open API (Application Programming Interface) for integration with the existing provisioning system. The API specifications shall be described by the solution in the response.

· SOAP interface should be available to provision entities in e-top-up CRM DB, such as POS, black list, etc.

· SOAP interface should be available to perform operational transactions, such as transfer funds, reset pins, etc.

4.2.2 [bookmark: _Toc40256329]Interface with the customer care and customer relationship management (CRM)

· Apart from having its own and native customer care interface, the solution shall offer an open API (Application Programming Interface) for integration with the existing CRM Systems. The API specifications shall be described by the solution in the response.

4.2.3 [bookmark: _Toc40256330]Interface with the mediation

· The solution shall offer a standard FTP interface that can be used to retrieve periodically the CDR files and post-process them by the mediation layer.

4.2.4 [bookmark: _Toc40256331]Interface with the Network Management System

· The solution shall offer an SNMP interface that can be used integrate its alarms with an existing central Network Management System (NMS) at the operator’s OSS level, thus allowing the solutions to be monitored from the NOC (Network Operating Center).

4.2.5 [bookmark: _Toc40256332]Interface with the Enterprise Resource Planning (ERP)

· The solution shall offer an open interface that can be used integrate with a third-party ERP system. The solution shall specify the interface specifications, and required technical scope and effort to perform such integration.

4.3 [bookmark: _Toc40256333]Interface with the POS agents (retailers)

· The solution shall offer, at least the following interfaces to the dealers and retailers that will use the solution.

4.3.1 [bookmark: _Toc40256334]Mobile

The solution shall offer, at least the following types of terminals to the dealers and retailers that will use the solution.

4.3.1.1 [bookmark: _Toc40256335]GSM Mobile Handsets

· Any GSM-compatible mobile handset in the market shall be able to interwork with the proposed solution, hence removing the pre-requisite of having costly and specialized POS terminals. Any mobile handsets shall be able to use USSD or SMS to perform transfer and top-up operations.

· Mobile Applications. Dealers should have mobile application (for Android, iOS) to manage the account, and perform operations.

4.3.1.2 [bookmark: _Toc40256336]Specialized POS Terminals

· In addition to the regular GSM handsets, the solution shall offer the option to integrate specialized POS terminals. The value-added of these terminals over regular GSM handsets would be:

· Either to offer the option of printing a payment receipt to the end-subscriber;

· The specialized POS terminals should include a built-in GSM modem that allows them to integrate with the solution using USSD and SMS and mobile application.

· The specialized POS terminals should include a built-in printer that allows them to generate receipts.

4.3.1.3 [bookmark: _Toc40256337]USSD (Unstructured Supplementary Service Data)

· This channel will be used primarily by the mobile-based users, who represent the majority of users, typically the dealers, sub-dealers and retailers.

· The percentage of total transactions forecast to use the USSD medium is 95% of the total transactions.

· USSD browsing capabilities and a USSD menu based user interface is mandatory to this offer.

4.3.2 [bookmark: _Toc40256338]Web

· This channel will be used primarily by the Internet-based users, typically the main dealers and the administrators.

· The appointed distributors shall be able to use this web-enabled interface to the solution to:

· Provision distributors and retailers,

· Manage distributors and retailers,

· Generate report of transactions.

· The percentage of total Transactions forecast to use the web medium is 5% of total transactions

4.4 [bookmark: _Toc40256339]Dimensioning Requirements

4.4.1 [bookmark: _Toc40256340]Transactions

· The solution shall be designed to handle an initial capacity of 36,000 BHRA (Busy Hours Transaction Attempts), which translates to 10 TAPS (Transaction Attempts per Second).

· The solution’s hardware shall be designed to handle a total forecast capacity of 46,000 BHRA (Busy Hours Transaction Attempts), which translates to 10 TAPS (Transaction Attempts per Second).

· The solution is required to provide the exact calculation formulas used for their dimensioning, which will include as input the assumption parameters, and as output the expected number of links (SS7, etc.) that will be required to connect their solution to the network.

4.4.2 [bookmark: _Toc40256341]Number of agents

· The solution shall be designed to handle initial number of 6,000 agents. The agents include all the solution’s users including distributors, dealers, and retailers.

· The solution’s hardware shall be designed to handle a total forecast capacity of 10,000 Agents.

4.5 [bookmark: _Toc40256342]Service Provisioning

· The solution shall provide a detailed provisioning mechanism process for the POS agents, whether distributors, dealers or retailers

· Upon successful POS account provisioning, the account credentials user accounts shall be sent to the registered MSISDN by SMS. POS agents can then start managing their own accounts over the web or the USSD interface, depending on the granted access channel.

4.6 [bookmark: _Toc40256343]Security Management

The solution shall provide the following security measures for the provisioning of agents (distributors, dealers and retailers) and also for the resell activities.

4.6.1 [bookmark: _Toc40256344]Web Access Security

· The solution shall have a web-based interface accessible by the system administrators from the operator’s staffs and by the authorized POS agents 

· The solution’s web access rights shall be configurable by the system administrators;

· Web authentication shall be enforced with a unique username and an associated password for each web user.

· All the web connections between the solution’s web server and the web clients shall be fully secured using the highest standards of encryption, and shall adopt the 128-bit SSL and Secure HTTP (HTTPS) security measures.

· The solution shall have the capability to support the system administrator in defining user groups

· The type of access rights, specified as allowed or not allowed for each category of parameter, including report development and generation, shall support at least read, delete and modify.

· The solution shall have the capability to support user log in with a username and password. Once the system has verified the username and password only then a session shall be established.  Password/PIN should be stored in one way encrypted form using strong algorithm e.g. 3DES or AES

· As there will be multiple access channels from different point of access, the system must maintain single structure of security management.

·  As for the web access, the solution shall provide highly secure architecture in terms of the access to the system, including the data and transactions.

4.6.2 [bookmark: _Toc40256345]Mobile Access Security

· The solution shall have a mobile-based interface (for USSD or SMS access) accessible by the authorized POS agents (distributors, dealers and retailers);

· The solution’s mobile access rights shall be configurable by the system administrators;

· Mobile authentication shall be enforced with a unique PIN for each mobile user uniquely identified by the solution with his MSISDN number;

· All the mobile connections between the solution’s USSD server and the mobile clients shall be fully secured using the standard GSM encryption mechanisms.

· The system should enable automatic resumption of a blocked PIN or password after a configurable duration of time i.e. if the web login password of a distribution channel member is blocked due to an invalid password specification, then the system should automatically un-block the password within a configurable time interval.

4.6.3 [bookmark: _Toc40256346]Notification Security

· To increase the security of notification process, a double notification might be used for the POS agent using the USSD access channel, using both USSD and SMS and mobile application notifications.

4.6.4 [bookmark: _Toc40256347]Theft Management

· In case of theft of the POS agent’s mobile phone, the customer care representative can lock the POS account and related features in the solution while the mobile account is deactivated in the HLR. The POS account is unlocked when the situation is resolved.

4.6.5 [bookmark: _Toc40256348]Audit trails

· The solution shall support audit trails of ALL actions performed on the application. The information to be included: username, source IP address, hostname, date time, module, action, data before change and data after change.

· The audit trails will be exported into external SIEM application for compliance with information security standards.

4.7 [bookmark: _Toc40256349]CDR generation

· The solution shall generate the Call Detail Records (CDRs) or Event Detail Record (EDRs) for all financial transactions performed by the solution, whether these transactions are top-up, transfer or any other kind of financial transactions.

· Each CDR file shall include, at least, the following information:

· Date and Time of the File

· POS agent A ID (Transferor)

· POS agent MSISDN

· Date and Time of the transaction

· Transaction Type

· Transaction Result

· POS agent B  ID (Transferee)

· POS agent B or Subscriber’s MSISDN (Transferee)

· Account Type (Prepaid or Postpaid for Subscribers/POS for POS agents)

· Paid Amount

· Recharged Amount

· Tax

· Credit Validity Period (Applicable only for Prepaid Subscribers, shall be empty field for Postpaid Subscribers and POS agents)

4.8 [bookmark: _Toc40256350]Platform Requirements

4.8.1 [bookmark: _Toc40256351]Redundancy and High-Availability

· Due to the critical nature of the required service, the solution shall provide a fully redundant and highly-available solution.

· The redundancy architecture shall be thoroughly explained and detailed. There shall be no single point of failure affecting the operation of the system.

4.8.2 [bookmark: _Toc40256352]Operations and Maintenance

· The solution shall generate alarms to indicate potential system faults;

· The solution provides an interface to view and monitor the alarms;

· The solution shall allow the integration with the existing NMS (Network Management System) based on the Standard SNMP protocol;

4.8.3 [bookmark: _Toc40256353]Data Migration of the current system

The solution proposal should include the migration plan from the existing system. The migrating is from the current e-top-up system data to a new proposed solution with minimal downtime of service. The data should be migrated to new system consisting of and not limited to the following:

· Various distribution channel user information

· General information (like name, address, contact, etc)

· Web login information 

· Transaction mobile number & PIN information 

· Channel user Roles information 

· Allowed services information

· Channel users current balance

4.8.4 [bookmark: _Toc40256354]Hardware Requirements

The solution should specify the minimum and recommended hardware configuration. The hardware should be quoted separately.

The bidder should provide evidence that the proposed hardware will guarantee performance in the technical requirements. In case if the hardware provided did not meet the performance criteria, then the bidder will take full responsibility by replacing the hardware with no additional cost.

4.9 [bookmark: _Toc40256355]Training

The solution should include training to the users and administrators. The trainings should be conducted onsite.

The training should include basic and advanced trainings. In addition, training is required for development of new data sources using SDKs.

4.10 [bookmark: _Toc40256356]Manuals and documentation

The solution should include user guides, operation manuals and deployment guides in electronic format. Printed manuals are optional.

4.11 [bookmark: _Toc40256357]Project Management

The solution should include project management and professional services to implement the project. 

4.12 [bookmark: _Toc40256358]Technical support and maintenance

The proposed solution should include the staffing details for normal operations of the system. In addition to define roles based on best practices and standards.

The solution should include 2 years free of charge (FOC) technical support and maintenance of the proposed HW and SW from the date of acceptance.

Annual price for support and maintenance of the proposed HW and SW at least for the following 2 years (after the above mentioned FOC technical support and maintenance) shall be quoted separately. The standard SLA during the warranty and technical support shall be 24x7 hot line and online ticketing system.
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